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System Audit: Verifying whether controls for risks related to information systems are appropriately designed and operated
(to ensure that systems function safely, effectively, and efficiently).

Risks: For example, whether passwords are changed regularly, and whether software is kept up to date.

If industry safety standards change, the organization must comply with the new standards. — Legal compliance

Information Security Audit: All information assets owned by the organization are subject to audit, including paper-based materials.

System Audit: All operations related to information systems are subject to audit.

— Audits are conducted based on an audit plan, following the procedures of preliminary investigation, main audit, evaluation, and conclusion.
Audit Methods: System audit software (audit tools/techniques), documents and records, and interviews.

Financial Audit: Confirms whether processing is carried out without fraud or errors.

Follow-up (providing guidance on appropriate measures)

3 Objectively evaluate and judge the information system based on evidence. (Audited Depar/'tment
: Audit Target / Audit
Audit Department Subject)
@ Documents (e.g., usage statistics) (Operating Department)
Internal audits are conducted Information (e.g., explanations of operational rules)

by internal audit staff. The
auditors must be

® Improvement Order
independent from the audit .
@ System Audit Report and

target, and must appear to be .
Recommendations for Improvement

independent from an

external viewpoint. ® Improvement Plan
Independence: The auditors (@ Audit Request

must not be involved in the

development, operation, or @ Improvement Plan

quality assurance of the

target system.

Audit Requester




