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Security-Related Laws and Regulations

Laws Against Unauthorized Access and Cybercrime

Unauthorized Computer Access Law: Prevents unauthorized access to computers and networks. It prohibits:

1. Unauthorized access. 2. Illegally providing someone else’s authentication information.

3. Obtaining authentication information for malicious purposes. 4. Storing authentication information for malicious purposes.

5. Pretending to be an administrator to trick users into providing authentication information.

Crime of Unauthorized Commands Involving Electromagnetic Records: A Penal Code offense prohibiting the creation,

distribution, acquisition, and possession of malicious programs (e.g., computer viruses).

Cybersecurity Laws and Guidelines

Basic Act on Cybersecurity:

A basic framework defining government responsibilities, citizens’ duties, and guiding principles to ensure a safe cyberspace

nationwide.

The Japanese government has set up the Cybersecurity Strategic Headquarters and NISC.

e Provisions include: securing government agencies and critical infrastructure, strengthening cybersecurity in businesses and
education, responding to cyberattacks, and promoting international cooperation.

Cybersecurity Management Guidelines: Provide principles and actions for companies to implement effective cybersecurity

measures.

Personal Information Protection Laws

Personal Information Protection Law: Protects personal information and prevents unauthorized use. Changes in the purpose of

data use require notification or public announcement.

« Sensitive Personal Information: Includes data with significant privacy impact (e.g., race, religion, social status, medical

history, criminal history). GDPR Applicability
GDPR (General Data Protection Regulation): EU-based Businesses | Non-EU Businesses
Strict data protection regulations applicable within the EU. | Providing goods/services within the EU | Applicable Applicable
Access Control and Security Concepts Providing goods/services outside the EU | Applicable Not Applicable

Access Control Function: Limits system access (e.g., using an ID and password).
Opt-in: Default consent is not given; action required to agree.
Opt-out: Default consent is given; action required to refuse.



